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[exp]

from Crypto.Cipher import AES
from Crypto.Util.number import *

def lcg(seed, a, b, m):
x = seed % m
while True:
x=(a*x+b)%m

yield x

def get_key():
key = eval(open("key", "r").read().strip())
return key

def get_data():
with open("old","r") as f:
leak_data = [int(line.strip(), 10) for line in f]
return leak_data

def decrypt(key, leak_data):
a, b, m=key['a'], key['b"], key['m"]
A = Matrix(zz, 10, 10)
A0, 0] = m
for i in range(1, 10):
Ali, @] = a~i
Ali, i] = -1
AL = A.LLL()
leak_data = [leak_data[i] << 64 for i in range(20)]
delta_Y = vector([leak_data[i + 1] - leak_data[i] for i in range(10)])
W1l = AL * delta Y
W2 = vector([round(RR(w) / m) * m - w for w in W1])
delta_Z = AL.solve_right(W2)
delta_X = delta_Y + delta_Z
x0 = (inverse(a - 1, m) * (delta_X[@] - b)) % m
predict_iter = lcg(x@, a, b, m)
for i in range(20):
keyl = next(predict_iter)
key2 = next(predict_iter)
keyl >>= 64
key3 = (keyl << 64) + (key2 >> 64)
key3 = long_to_bytes(key3).1ljust(16, b'\x00")
iv = long_to_bytes(next(predict_iter)).ljust(16, b'\x00")
cipher = AES.new(key3, AES.MODE_CBC, iv)
ct = open(“ct", "rb").read()
pt = cipher.decrypt(ct)
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return pt

def main():
key = get_key()
leak_data = get_data()
flag = decrypt(key, leak_data)
print(flag)

if __name__ == "_main__ ":
main()
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