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bits = [bin(x)[2:].rjust(8,'0") for x in blk[k:k+8]]

for i in range(8):
res.append(int(''.join([x[(i+1) % 8] for x in bits]),2))
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;é;[k:k+8] = [(coef[i] * res[k+i]) % 256 for i in range(8)]
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import os, sys
from binascii import hexlify, unhexlify
from pwn import *

SZ = 8

offset = [[@ for i in range(256)] for i in range(256)] #SboxZk{:fliiloffset
linearInput = []

sbox, sboxi, plain, cipher =[], [1, [], []

enc_flag = None

coef = [15, 11, 155, 119, 11, 99, 83, 249]

def getData(ip, port):

global enc_flag, sbox, sboxi

io = remote(ip, port)

sbox_str = io.recvline()

sbox = eval(sbox_str)

for i in range(256):
sboxi.append(sbox.index(i))

enc_flag = io.recvline().strip().decode("utf8")

for i in range(10000):
print("[+] Getting data...({}/10000)".format(i))
pt = hexlify(os.urandom(8)).decode("utf8")
plain.append(pt)
io.sendline(pt)
ct = io.recvline().strip().decode("utf8")
cipher.append(ct)

io.close()

def doxor(l1l, 12):
return [x[0] ~ x[1] for x in zip(1l1, 12)]

# MR
def trans(blk):
res = []
for k in range(@, SZ, 8):
cur = blk[k:k+8]
cur = [(cur[i] * coef[i]) % 256 for i in range(8)]

bits = [bin(x)[2:].rjust(8, '@"') for x in cur]
bits = bits[-1:] + bits[:-1]
for i in range(8):
res.append(int(''.join([x[1i] for x in bits]), 2))
return res

def bitxor(n, mask):
bitlist = [int(x) for x in bin(n & mask)[2:]]
return bitlist.count(1) % 2

# SboxZgM:AhiT
def linearSbox():
global linearInput
for i in range(256):
si = sbox[i]
for j in range(256):
for k in range(256):
a = bitxor(i, j) # ZhiEfhitdA
b = bitxor(si, k) # Z&VEfhitih
if a ==
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def

def

def

def

offset[j][k] += 1
for i in range(256):
offset[i] = [abs(x - 128) / 256 for x in offset[i]]
for linearOutput in range(256):
cur = [x[linearOutput] for x in offset]
linearInput.append(cur.index(max(cur)))

calcOffset(pt, ct, j, guessed_key): # A5illZ5§2 T4
pt = list(unhexlify(pt))
ct = list(unhexlify(ct))
ct[j] "= guessed_key
ct[j] = sbox[ct[j]] # sboxHl Aysboxifjii
ct[j] = (ct[j] * coef[j]) % 256
ul = bitxor(pt[@], linearInput[l << ((6 - j) % 8)1)
u2 = bitxor(ct[j], 0bl0eE0000)
if ul == u2:
return True
else:
return False

linearAttack():
key2 = []
for i in range(8): # % TN
count = [@ for _ in range(256)]
for guessed_key in range(256):
print("[+] Cracking key...({}-{})".format(i, guessed_key))
for j in range(10000):
if calcOffset(plain[j], cipher[j], i, guessed_key) == True:
count[guessed_key] += 1
bias = [abs(x - 5000) / 10000 for x in count]
key2.append(bias.index(max(bias)))
return key2

getkey(key2):
ct = list(unhexlify(cipher[0]))
pt = list(unhexlify(plain[@]))

cur = doxor(ct, key2)

cur = [sbox[x] for x in cur]
cur = trans(cur)

cur = [sboxi[x] for x in cur]

key = doxor(cur, pt) + key2
return key

decrypt_block(ct, key):

cur = doxor(ct, key[SZ:])

cur = [sbox[x] for x in cur]
cur = trans(cur)

cur = [sboxi[x] for x in cur]
cur = doxor(cur, key[:SZ])
return cur

decrypt(ct, key):

pt = b"’

for i in range(@, len(ct), SZ * 2):
block_ct = list(unhexlify(ct[i : i + SZ * 2]))
block_pt = decrypt_block(block_ct, key)



pt += bytes(block_pt)
return pt

if _name__ == "_main__ ":
getData(sys.argv[1l], sys.argv[2])
linearSbox()
key2 = linearAttack()
key = getkey(key2)
print(key)
flag = decrypt(enc_flag, key)
print(flag)
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